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Prior to the network upgrade, Horizon
ran its hosting operations out of a
co-location facility with three network
circuits: two redundant circuits for
customer hosting using Cisco ASA
5510 adaptive security appliances,

and a management circuit that uses a
Cisco ASA 5505. The company sought
an enterprise-level network security
solution that would improve network
security and offer more features than
the Cisco products at a better price
point. Ackerman also wanted a solution
that would support the VPN client

on Windows 7 Professional 64-bit
operating system running on his Dell
Precision M6500 mobile workstation.

“There were two key things that we
were unhappy with on the 5510s,”
Ackerman explains. “The first was
expandability of the hardware ports,
and the second was the length of time
it took to install firmware updates to
the devices. Another concern was that
Cisco still does not support a 64-bit
VPN client. Running a 64-bit operating
system is pretty much mandatory for us
at this point, so we had to run a virtual
OS that was 32 bit and connect up to
the VPN that way. Every time | had to
do it, it took at least 15 minutes. And it
was a hassle, because | couldn't transfer
files directly from my PC across the
network. | had to transfer them from
my PC to my virtual machine and from
my virtual machine to the network.”

Consolidating network security
Ackerman decided to evaluate the Dell
PowerConnect J-SRX240 services
gateway, which includes the Juniper
Networks Junos operating system and
provides all-in-one secure wide area
network (WAN) connectivity, voice
over IP (VolP) security and integrated
Ethernet switching. He began the
evaluation by replacing the Cisco

ASA 5505 in the management circuit

with a Dell J-SRX240, although the
ultimate goal was to replace the 5510s.
Ackerman installed the device himself.

“It's just a simple hardware install,” he

says. “You have a power cord, a couple
of Ethernet cables, and that's pretty
much it.”

The first thing Ackerman noticed was
the number of available hardware
ports. “With the Cisco ASA 5510s,
we're restricted to four ports unless
we pay for an expansion module that
is outrageously expensive,” he says.

“The Dell J-SRX240 comes with 16

hardware ports. The J-SRX just beats
the socks off of the ASA—there’s just
so much more available to it.” The

J-SRX also supports a 64-bit VPN client,

eliminating a hassle of running 32-bit
virtual machines to connect. “Setting
up the client-based VPN on the J-SRX
took 75 percent less time than with
the Cisco ASA," says Ackerman.

75% increase in revenue from
hosted security offerings

More ports means more money

for Horizon, especially when

hosting customers want their own
personalized, private firewall. "We
charge for that, but right now that
actually means us buying a Cisco ASA
5505 for every customer, which takes
up rack space and consumes power,”
says Ackerman. “With the number of
ports on the J-SRX, we could support
eight to ten customers per device.

So we would actually make about 75
percent more money per month for
customers that want their own private
firewall. And we're in a co-lo, so rack
space savings equals money savings
as well.”

Horizon would also be able to
provision those customers 10 times
faster, Ackerman projects. “The Cisco
devices would have to be ordered,
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shipped and configured,” he says.

“They would have to be updated.

With the J-SRX in place, we could
provision 10 customers in the span

of a day versus a month. For a single
customer alone, the provisioning time
would be cut by 90 percent, easily.”

Saving $5,000 ayear in
operational costs

Ackerman also expects to save
significant time and money in firmware
updates by transitioning to the J-SRX
devices. “‘Firmware updates to the ASAs
take a significant amount of time, to
the point to where we don't update as
often as we should,” he says. “Updating
the J-SRX device took three to four
minutes of my time. Granted, it had

to install and reboot, but | was able to
move on and do other things. With the
ASA, every time | update, it takes me an
hour and a half to two hours, between
finding the update and installing it.
Replacing our Cisco ASA 5510s with
Dell J-SRX240 devices will improve
security while saving us a minimum of
$5,000 annually in operational costs,
justin updates alone. With the J-SRX,
we will have visibility into any security
breach on our network while spending
less time managing it.”

Technology at Work

Hardware

Dell™ PowerConnect™ J-SRX240
services gateway

Dell Precision™ M6500 mobile
workstation

Software

Juniper Networks Junos®
operating system

Windows 7 Professional 64-bit
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